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Abstract— Recently, Wireless Sensor Networks (WSNs) are WoT. The concept is to bring SNS services and featusuch

spread all over the world, and are commonly used taollect
physical information from the surrounding world. WSNs play a
central role in the Internet of Things (loT) vision. 10T is a new
paradigm that aims to integrate and connect anythig at anytime,
anyplace, with anything and by anyone. However, addssing
objects is the main challenge for loT. IPv6 over Lowpower
Wireless Personal Area Networks (6LOWPAN) has been
introduced to cope with this issue. The emerging padigm Social
web of thing (SWoT) enables users to manage, accessare, and
integrate smart objects with Social Network Site (8S). This
paper investigates different SWoT platforms and arbitectures,
provides an overview of the current state-of-the-ar on WSN
communication standards.

Keywords— Internet Of Things; IPv6 over Low-power Peral

Area Networks; Social Web of Things; Web of Things;irdless
Sensor Network; ZigBee.

. INTRODUCTION

as social graphs into an integrated system.

The rest of the paper is organized as follows. iGedt
presents commonly used WNS communication standards.
Section 1ll illustrates SNS architectures and dbssr
underlying functionalities and basic elements. BactlV
describes both 10T and WoT and presents major rdifitees
between them. SWoT is presented in in section Vdiffielent
platforms and architectures are also discussedllfirsection
VI concludes the paper.

MACHINE TOMACHINE INTEGRATION

Currently, WSN have become popular in home and
building automation (HBA). Many terms like Smart iides,
intelligent buildings, integrated home systemsuesed to refer
to the same concept. HBA goes beyond turning dswiceand
off. The goal of HBA is to enable smart objects aawmicate
with each other and transport information betwéent so as

Today, wireless sensor networks (WSNs) are commonI§P control and monitor the environment.

being used and deployed in many locations for wffe
applications. WSN consists of thousands of smabiver-
limited, inexpensive, and limited processing povesmsor
devices, which collect data for indefinite periodtione[1-2].
WSN applications range from military applicatioms htealth-
care monitoring, environmental observation, stnadtuand
industrial monitoring, remote monitoring, controétworks,
habitat monitoring, surveillance, tracking, and snathers [3-
4].

In a WSN, sensors connect with each other usinglegs
proprietary protocols, such as, Bluetooth or Zighdewever,
the main challenge is establishing a connectionvéeh
sensors and the Internet. Nowadays, this commumoicas
feasible due to IPv6 over Low-power Personal Aredwdrks
(6LOWPANS). Sensors, actuators,
components of Internet-of-Things (loT) [5-7] andréareated
an important new trend in pervasive computing. Aegie
vision of loT is to interconnect smart devices asfujects
anytime and anywhere throughout the world.

loT has given rise to Web of things (WoT). While toT
addresses the mechanisms to connect smart olleet8yoT
addresses the integration of embedded systemdhatdVeb.
Currently, Social Web of Things (SWoT) can be cdestd as
a convergence paradigm of Social Network Sites (Sai

and RFID are ke

HBA allows leveraging emerging machine-to-machine
(M2M) technologies in performing large scale auttora As
M2M devices communicate with each other without amy
with limited human intervention, this is called rhawe-type-
communication (MTC). Nowadays, M2M has become tlagnm
pattern of Internet of Things (IoT) which envisions
interconnection of all smart objects across the levheorld
anytime and anywhere. Objects could include conmpute
mobile phones, tablets, RFID tags, and sensomstder to get
most of WSNs, they must share and exchange serdadld
other words, different WSNs must interact with eatther and
with the Internet. Sensors connect to each othdéngus
communication protocols such as Bluetooth, 802,15 dgbee,
etc. These protocols have been designed for low dd¢ with
)I/ow power consumption.

To connect objects to the Internet and form a bgtmeous
network, all objects must have a unique Internetquol (IP)
address. The integration of IP-enabled devices ibig
challenge of loT. Originally, using IP protocol iow power
and resource-constrained objects was not considbesduse
IP is heavy for these tiny devices. Thanks to IBvér Low-
power Personal Area Networks (6LOWPANS), it is flass
now to realize 10T and M2M. In this section, we cfése
several WSN communication standards.



IEEE 802.15.1 — Bluetooth: Bluetooth IEEE 802.15. &
short-range, low power consuming communication quait
used in Wireless Personal Area Networks (WPAN).eBiath
is widely used in cellular phone, PDAs, printegitél camera,

channel access. Guaranteed time slot (GTS) is anoth
mechanism supported by the MAC which provides fixed
communication slots to devices. The MAC is als@poesible

for beacon generation, synchronization and security

headsets, PC keyboards, mice, and many other devicanechanisms.

Bluetooth is popular for voice, data, and audioligppons for

limited distance of 10 meters. However, Bluetoo#tadrate
range from 1 to 3 Mbps. Bluetooth uses a frequéragyping

spread-spectrum technology. It operates in theceméied 2.4
GHz Industrial Scientific Medicine (ISM) band. Btoeth

devices can be either a master or up to 7 slavesenglaves
can communicate only with their master. Bluetoatkices are
connected dynamically and form self-organizing \eiss ad-
hoc networks. Before data can be exchanged, a ctione
between master and slaves must be established.

Bluetooth specification includes both link layer dan
application layer definitions. The foundation isethmedia
access control (MAC) (L2CAP, LMP, and baseband) #ed
physical layer (PHY) radio. The Bluetooth protocsthck
supports IP addressing and therefore design of t@tie
restricts its performance and limits its applicipito WSN.
Bluetooth works well for a limited number of nodesd a

The standard allows two types of topologies stpplmgy
and peer-to-peer topology. In star topology, device
communicate with a central coordinator. In peepé¢e-
topology, each device is able to communicate direwith
peer devices in an ad hoc manner. IEEE 802.15ifefefwo
types of device. Full Function Device (FFD) and &Rest
Function Device (RFD). FFD devices are more comgiexe
it supports all network functionalites and multgh
communication, and thus, can be used in a peeed¢o-p
topology. Only FFD devices can be a PAN coordinaod
they can talk to both FFD and RFD. RFD support iglart
network functionalities, and do not support multiph
communications. RFD is intended for simple appiaret that
require infrequently communicate. RFD is implemdnbsing
minimal resources and memory capacity. An RFD can b
associated with a single FFD at a time and theyaatalk to
an RFD. Several efforts have been made to empl@yl804.

Piconet with up to seven slaves with a master can bNext paragraphs describe ZigBee and 6LOWPAN.

simultaneously established and maintained.

ZigBee: As mentioned earlier, IEEE 802.15.4 onlfirdss

In 2011, low energy (BLE) Bluetooth technology wasthe physical and MAC layers. Many upper layer prote were

launched to support ultra-low power communicatiddnlike
classical Bluetooth, BLE is a connectionless prokoit does
not need to establish a connection before datarission, and

proposed. However, The ZigBee is the most populzs. o
ZigBee was developed by ZigBee Alliance for lowadaate
and short-range applications. ZigBee devices usg imwv

thus decreases power consumption. BLE consumes0 10-power and battery operated for long life time. ZigBdevices

times less power and is able to transmit datarb@giquicker
than a classical Bluetooth.

IEEE 802.15.3a — Ultra-Wide Band (UWB): is a short-

range high-speed wireless communication technofogyan
indoor environment. It was developed for extrentabyh data
rates applications, such as, multimedia applicatiodWB

use two addresses, the unique 64 bit physical asdnmed 16 bit
short address. Short address is used to reducetpsiz& and to
route packets within the network. ZigBee defines tipper
layers, namely, the network layer (NWK) and appiaalayer

(APL).

The NWK layer is responsible for addressing, raytimoth

bandwidth ranges from 110 Mbps up to 480 Mbps for aliscovery and maintenance, processing and trafsgitt

distance of about 10 m. UWB signals use the specfrom
3.1 GHz to 10.6 GHz [8]. UWB characteristics inaulbw-
power consumption, low complexity, low cost,
localization and tracking, good security, and npaith
environments. The main drawback of UWB that it @smore
supported since IEEE 802.15.3a task group was ldexsan
2006.

IEEE 802.15.4: is standard for low rate wirelessspeal
area networks (LRWPAN) [9]. 802.15.4 was desigradidw
data-rate, low-duty short range communication apfibns.
The IEEE 802.15.4 standard defines the PHY laydrMAC
sub-layer protocols for the WPAN. Physical layepports 27
channels spread across three different free licel®d
frequency bands: 868 MHz with data rates of 20 ki9id
MHz with 40 kbps, and 2.40 GHz with 250 kbps. Maxim
frame size is 127 bytes. Coverage distance for IBEE15.4
is about 10 m to 100 m. Within IEEE 802.15.4 netwa
device can have either a 64-bit address or a 16Hoitt IEEE
address. In other word, a PAN can supports up t0084
nodes.

The MAC layer uses carrier sense multiple accesh wi

packets, and forming and building ZigBee netwonkaddition
to security. Thousands of ZigBee devices can foreshm

good networks. Mesh topology is more complicate and solilian

other topologies because of the redundant routegeba two
nodes. To establish and select a route when oltesoare
absolute ad hoc on-demand distance vector (AODM}inmg
protocol is used. The ZigBee also allows tree atat s
topologies. In a star topology all communicatioesazen end
devices have to go through the coordinator. All s¢he
topologies must include a coordinator device. ZigBe
coordinator is a device responsible for formingnaging, and
maintaining the Zigbee network, in addition to setor
information.

Besides to coordinator, Zigbee defines anothertywes of
devices, namely, ZigBee routers and ZigBee end cdevi
Devices are grouped together by ZigBee routeedsd provide
multi-hop communication across devices using a imgut
ZigBee end device which collect data, is only alie
communicate with the router or the coordinator. FHCRFD
can be used as the end device, while, Only FFDbeamsed by
the coordinator and the router.

collision avoidance (CSMA/CA) mechanism to manage



APL layer adds services discovery and applicatiatozol
profiles. It consists of Application Support Sulyda (APS),
Application Framework (AF), ZigBee Device ObjectD@),
the ZigBee device profile (ZDP). APS provides segsi to
interface the NWK layer to AF and ZDO. ZDO providas
interface to the user as it initializes APS and NWAF
provides an environment for the application object.

devices are defined in Z-Wave. Controllers sendmands to
the slaves which execute commands and reply to the
controllers.

The Z-Wave performs routing by using source routing
approach. In order to be aware of the network tmpgl
controller maintains a table that represents fipbtogy of the
network. When a controller transmits a packeteguests the

6LoWPAN: Neither IEEE 802.15.4 nor ZigBee can suppo path from the table and includes it in the packédve which

direct interworking with an IP network. A simplelstion is to
use IPv6 over Low power Wireless Personal Area Neksv
(6LOWPAN) which is a specification that supportsvéP
communication over the IEEE 802.15.4 network [1@]is
intended for low data rate, short range, low powery

memory usage and low cost applications. 6LoWPANksta

consists of IEEE 802.15.4 PHY and MAC layers, aatimb
layer, network layer, transport layer and applaratayer.

performs the roll of a router, forward the packeini one
device to another towards the destination. The rdeamvback
of Z-Wave is that it is susceptible to interferensence Z-

Wave devices use the same RF channel with the same

frequency. This may limit the spread of Z-Wave.

X10: All standards mentioned before are wireless
standards. However, M2M is built on both wirelesd avired
systems, and the most known home automation prigt¥do,

The 6LOWPAN supports two kinds of routing, namely,is wired. X10 is a standard home automation comoaiian

mesh-under and route-over. The difference betwesh Is

protocol which uses existing power line. X-10 isleato

how and where packets are forwarded. Mesh-undeiingpu address up to 256 unique devices. X10 is inexpersiwce no

occurs in the 6LOWPAN adaptation layer, while reower
routing occurs in the 6LoWPAN network layer.

The 6LoWPAN standard allows sensor devices to b

addressable using IPv6 addresses. The communidsttareen

6LOWPAN sensors and IP-enabled device is quite lsimp

Sensor sends its data to a router, which in turwdd it to
6LOWPAN gateway. When routing data is inside W#i¢re
is no need to send full IP addresses, thereby neglube

overhead. The 6LOWPAN gateway uses the destindfon

address to forward packets to the destination. Camication
from IP-enabled device to 6LOWPAN sensors is dan¢he

additional cabling is required, easy to use, widagployed
specially in North America. However, X10 possessuaber
of drawbacks. Firstly, X10 devices installation ddons are

fimited since they are plugged into the power dstl€econdly,

nearby devices signals may interfere and may gét lo

Il.  SoclAL NETWORK PLATFORM

Social Network Sites (SNSs) are online platfornat tielp
individuals publish, collaborate and share infoioratand
experiences with other individuals or groups ont tkame
network, and build social relationships with theBNSs are

same manner. However, IP-enabled device must krPw lemerging area of Web 2.0, where content and inféomare

addresses of the destination sensor.

provided by the users. However, SNSs vary greatlyheir

In order to support IPv6, 6LOWPAN standard adds'®@turesand user base.

adaptation layer between data link and network riay&he
main responsibility of the adaptation layer is freptation and
reassembly of packets. The 1280 bytes IPv6 pasketuch
larger than the IEEE 802.15.4 frame which is 102e$yof
payload or 81 bytes when consider Link Layer ségingader.
In other word, IPv6 packet that needs to be trattschiis
unable to be encapsulated in one IEEE 802.15.4eframd has
to be divided into a number of fragments. Anothesbpem
adaptation layer has to deal with is address manege
Despite the huge address space provided by the IPignot
designed to be used on sensors.

By using 6LOWPAN, it is now possible to integrateSWs
with heterogeneous IPv6 networks. However, implegimgn
network layer protocol is complicated and difficdlMoreover,

SixDegrees.com is the first recognizable socialvosgk site
launched in 1997, since that, SNSs have passedigthro
number of development waves and they are constantly
evolving. As the popularity of SNS has grown, many
organizations start using it to facilitate its jab sales,
marketing, research, and customer service. Todayerous
SNS are available such as Facebook, Flickr, Googgle+
MySpace, Twitter, Friendster, Orkut, YouTube, andkidIn
are popular social networking sites.

When users join a SNS, they create and publishi@safnd
relevant content. Users can also create and mairstadial
relationships to other users with whom they asseaa share
common interests. Moreover, they can view and tsevether
user’s relationships. The knowledge about the icglahip is

6LOWPAN cannot be applied to WSN using otherused to improve efficiency and effectiveness of SSISSs are

communication protocol, such as ZigBee protocaicesithey
are not compatible. 6LOWPAN is still not standaediz/et.

Z-Wave: is a wireless communications protocol desij
especially for home automation [11]. It uses laowpr radio
waves around 900 MHz ISM bands and operates at astaf
9.6 kbps. Nowadays, Z-Wave supports the 2.4 GHz20td
kbps bit rates. A single network may contain ug3@ devices.
Z-Wave protocol stack composed of five layers: BidY,
MAC, transfer, routing, and application layers. Tiypes of

free and powerful means of communication. Individuean
stay in touch with each other using communicatiervises
like emails, chats, instant messaging. To undeds&iMiS, basic
elements are presented in the following paragraphs.

Social actors: Actors are social entities. Peoplesers are
the most obvious example of actors. Users musstergwith
SNS and provide some information to complete reagisin.
This information is added to the user’s profile wéwer, some
sites allow browsing of some data without sign-tip.extend



coverage to other entities, SNS support other ciblie social
entities, such as corporations, organizationsitities, or even
events [12-13]. Most sites enable users to creatd join
special interest groups. Users can post messaggsups and
upload shared content to the group [14].

Profiles: Profiles are the backbone of SNS [15bfifas are
unique pages created using answers to questiond &skisers
when they join a SNS. In another word, profiles asdf-
expression. Profiles include user personal detailgsh as,
name, age, location, interests, hobbies, persatedeements,
pictures. This profile information is shared amadhg users.
Users must determine how they want to present thlers and
who may view their profile. Profiles visibility aratcessibility
vary among different SNSs and user discretion [17].

Social Relations: After the user join a SNS, uséentify
who they wish to connect with or establish somed kof
relations with different users. This is done by maining links
to other users sharing same interest. This is @ feature for
every SNS. Some SNS maintain groups of users veithes
interests, so users can join these groups ratlaer ¢heating
links to individual users. SNSs support differegpes of
relations. Unidirectional relations do not needftamtion or
consent from the target user. For example, Fola popular
case of unidirectional relation. On contrast, lEdiional
relations need confirmation from both users betweating the
link. Users must be able to organize and marthgé

the SNS. User can post, add, or create new cotuédris own
profile or to other actor in the SNS using a Wall.

Despite all the advantages of SNSs, users are btmuad
given SNS and it is hard to migrate to another SNS.
Interoperability between platforms is very limiteghen users
modify data on one SNS as they have to update dlee @h
every SNS, otherwise diverse information will besgemt.
Another problem with SNS is losing control over nse
personal information and data once they have phddigt.

OpenSocial is a set of common application programgmi
interfaces (APIs) for building social applicatichst run on the
web. It defines specifications to build applicasahat run on
different multiple SNS, using the data stored at tBNS. The
goal of OpenSocial is to enable SNS share thei tatbe
accessed on the web from anywhere. It was develdyyed
Google along with MySpace and a number of otheiiakoc
networks. Gadgets can be developed to run on vesb#iat
have implemented the OpenSocial APIs. Open Sod&llss
based entirely on HTML and JavaScript. Some webssit
currently using OpenSocial include Friendster, higoogle,
Yahoo, LinkedIn, MySpace, Orkut, Salesforce.com.

Ill.  INTERNET ANDWEB OF THINGS(IOT) AND (WOT)

Currently, Internet is the most important elementour
daily life. Millions of users use Internet to bravshe web,

contacts, this feature is contacts management. acont Play games, and use SNS and applications all dweworld.

management settings can also be used to grantgstoms to
certain groups of contacts at the same time. Agélaoncept
is a tie [16]. A tie is the set that aggregatesliiferent types of
relations that exist between two internet iderditié\ tie

This global platform is capable of providing areironnection
between machines and objects in order to creatertsma
environments, leading to IoT paradigm.

The vision of IoT is enabling things to be conndcte

provides more comprehensive and coherent view @msus ganytime, anyplace, with anything, and anyone usimy

interactions.

network and any service. The term 10T was firstduise1999.

Communication tools: SNSs provide communicatioristoo However, there is still no standard definition of 1[18] [19].

and technologies to exchange messages between égers We understand the 0T as the use of world-wide as¢vio
important feature is commenting feature that digpla provide an interconnection between smart objectsclware

conversations on a user’'s profile. SNSs also hayivate

enabled by various technologies, such as, RFIDgless

messaging feature, chat, video-conferences andersyst S€NSOr to provide a new services and applications.

notifications. System notification is used by tlystem to alert
users of some types of events. New communicatiols twere
developed by SNSs to allow users to post a shosgsaye
sharing what they think, do or how they are feélisTs called
the status update.

Content: SNSs do more than just allow user to have

profile and a social relations and it allow useeos share
information. SNSs support different types of cotitenich as,
text comments, pictures, videos, events and extdinies to

other sites. Text comments are the most basic fijpe.more
types of content SNSs support, the more channéissalbave
to interact between them.

The 10T only focuses on networking layer and t@lelsth
connections between physical world objects, givthgm a
transport capability. In contrast, Web of Thingsy only
focuses on application layer. WoT attempts to reuskadapts
existing web technologies to build new applicatioasd
services. In other words, WoT is integrating snwjiects to
become a part of the web and make them availabiesasirces
via standard web mechanism [20].

In order to integrate smart objects with the welna
objects must be first connected to the Internatguspecified
addresses. Then, objects have to understand thdéawgbage
by adding web server or web service interface o dhjects

Other features SNSs support: More recent action§V€b enabled objects). There are two types of fatem: the

performed as an activities timeline are organizeti @dered in
activities timeline as one or several actors. Ipseisers to be
aware of the activities and actions of other usensl have a
sense of what is happening in the social netwoheyTcan
appear in several parts of the site. Home pageadther feature
in SNSs where actors can access more relevantriafam in

first one being an direct object integrated witle tveb by
making the object addressable and embedded in ssemir
on it. The Second type deals with objects that cabe web
enabled, such as RFID. In this case a proxy sawear smart
gateway must be implemented.



IV. SOCIAL WEB OF THINGS(SWOT)

The Social web of things paradigm enables usensairage
and access web-enabled devices and give the usdilap to
share these devices with other users [21]. SNSaser the
popularity of Web 2.0 technology, it enables uséos
communicate and exchange contents between each atite
SNS has been extended by an interactive and opdn
services in the recent years. These web servicesxtand the
social relation between people to relation betwt#em and
their web enabled devices [22].

In our research, we reviewed a number of propog

platforms and architectures which aim to share srbject
data and make them usable by SNS or using soméeréd
features by SNS. In the next few paragraphs, weigeoan
overview of what has already been done by researctoe
integrate SNS with smart objects.

A system is proposed in [23] that allow users tarsttheir
sensor data by offering REST API which make theomded
data of smart objects available for any other weplieation.
This system uses a SNS open API authenticatioricestvin
this approach, the sensors sent data directly wela server
which processes this data and share the usererprdf
information.

Another example is presented in [24] where theaiesers
proposed architecture to integrate body sensor arkswv
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Figure 1: SAC General Architecture

WoT make things accessible and usable as web rEsOur
and make it able to work with web 2.0 technologiersarder to
reach convergence and to have integration betwégsiqal
objects and social networks, a few elements andeggia must
be considered. Researchers in [22] have definedsetho

(BSNs) and social networks through an IP multimediaelements. The first element is the availability@pen Web

subsystem (IMS), where Authorized social networkniers
can monitor real-time BSN data of other users.

Another system called SenseFace [25] integrates BN
SNS. SenseFace consist of a four-tier network pesses
sensory data from a mobile BSN to a cellular nekywand then
to the Internet and finally to the overlay netwowkhich
produce different data visualization formats suéaalfor
existing social networks such as Facebook.

In [26], web enabled objects communicates with SN

through the API provided by the SNS itself, eacjeciand the
service is associated with its own dedicated SN@revtihe
sensory data will be published, e.g., Twitter asppsed.

API to access the internal structures of SNS. Téeorsd
element is the SNS must allow building Applicatidhsough
the provided open API. The third element is avdlitgiof the
Web-enabled Physical Device to make it accessiplSNS.
Using Web Services is the fourth element for thespdal and
SNS convergence.

Integration between SNS and physical objects uideb
of Things can occur by using some of the SNS featusNS

<an be used as authentication server, monitorings,tr a

place to share smart objects data. For authemtica®NS
credentials can be used to login to WoT serversS Stypport
using Oauth protocol which allows a user to user tBANS
credentials to login other sites. To use SNS asoaitoring

As another example, application called SenseSHaft; [ tool, WoT allows web enabled objects to be conmettethe
use Facebook API's and make it as main front ener us WoT system, and then create dashboard visualizatias

interface. SenseShare use authentication, priawy,security
setting offered by SNS to select who can see irdtion we
want to share.

Social Access Controller (SAC) [28] is another epéarof
integrating smart object with SNS. SAC is an apiian
responsible for creating a link between web enalbledces

Facebook applications which allow users to shaceraanitor
the smart object data.

V. CONCLUSION

In this paper, we have summarized an overview aflable
WSN standards and protocols. 6LOWPAN is consideaed

and SNS through RESTful Web API. It works as anpetter solution for connecting WSN with IP networks

authentication and a proxy sharing component fdy amabled
object and manage the access control to the SNfsre=il
shows the architecture of SAC.

Similar to SAC system, another system is proposd@9]
to share smart home data through social network. sShistem
connect the web enabled devices to Web serverRE ST ful

However, X10 protocol is inexpensive since it usgssting
power line. SNS is discussed in details to cover nitain
features. WoT aims to integrate Web-enabled objéctieed,
socializing WoT is a recent trend in computing asaalled
SWoT. We defined SWoT and introduce it basic eldmen
Different SWoT architectures and frameworks haw® d&leen

gateway, a Web server hosts the Web applicationctwhi Presented in the paper.

enables the Smart Home to be integrated to the GHiIR)
Web-based APIs which are mostly REST-based.
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